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Classic LTE

Authentication and Cryptographic Algorithms

Physical Characteristics

ETSI TS 102.221 for electrical characteristics and communication
protocol.

Supports class A (5V), B (3V), and C (1.8V) supply voltages.
Communication protocol: T=0.

PPS3 procedura (support of speed enhancement):

—  Default speed: PPS 96, F=512, D=32 (223200 bauds at 3.57 MHz).
- Max. speed: PPS 97, F=512, D=64 (446400 bauds at 3.57 MHz).

Features and Applications
The card supports the following features and applications:

Bearer Independent Protocol (BIF)

- Faster and reliable data transmission via the high-speed data
channal provided by the General Packet Radio Service (GPRS), and
support of other bearars such as CSD and Bluetooth.

- Optimized remote management of SIM profiles, download and
management of applications, and ease access to SIM upgrade.

- Bast user axparience to LingUs Service Engine and Phonebook
Backup Engine.

Extensible Authenfication Protocol (EAP)

- An authentication framework which supports two authentication
methods:

- Extensible Authentication Protocol for 3rd Generation
Authentication and Key Agreement (EAP-AKA).

- Extensible Authentication Protocol Method for Global System for
Mobile Communications (GSM) Subscriber Identity Modules (EAP-
SIM]).

IP Multimedia Services identity Modula {(ISIM)

- Contains the paramaters for identification and authentications of the
usar to the [P Mulimedia Subsystem.

- Provides the session keys for intagrity protection.

Pall Interval Megotiation

- Supports Procedure of Megetiation of Poll Intarval as defined in ETSI
TS 102.223; (Releasa 12).

- The UICC allows the terminal to propose and negotiate a proactive
poll interval, in order to best match the power and usage pattemn of
the terminal. The UICC can accept, modify or reject the proposad
poll interval.

USAT Application Pairing

- Restricts the use of USIM to a specific mobile eguipment.

- Supports USAT Pairing as defined in 3GPP TS 33.187; (Release 12)
and 3GPP TS 31.102; (Releasa 12).

USIM Supported URI

- Supports the IM3 URI field in the Call Control address field.

- Supports the LRI truncated field.

- IMS URI address field is added in MT Call Event.

- Supports URI format in address data field for Send Short Message,
MO Short Message, Set Up Call, and Envelope SMS-PP Download.

Geographical Location

- Supports the proactive command Geographical Location Request
and the envelope command Geographical Location Reporting to
allow UICC to request and raceive the current geographical kocation
information from mobile equipment.

OTA Advanced Polling (available upon request)

- Paolls the sarver through an HTTP channel for BFM and RAM
updates.

- Polling is done at every configured interval or on a specific date.

- Polling can also be done by SMS3.

OTA Advanced Rafresh (available upen request)

- |ssues a Hefresh proactive command to the device upon trigger by
the sarver after an RFM/AAM update on HTTP.

Admin Agent (available upon raquest)

- An HTTP client that is available on the card to manage all HTTP
communications and HTTP security.

DNS3 R12 (available upon request)

- An application that retrioves OTA IP addresses and manages DNS
requests.

LingUs Service Engine (available upon request)

- Access to value-added sarvices through the SIM menu.

- Remote management for active sarvices.

- Intreduction of new services through interactive promotional SMS
push.

LingUs Device Detection Engine {available upon request)

- Automatic configuration of handset settings when user insarts the
SIM to a new handsat.

- Automatic gathering of handseat capabilitios.

LingUs Phonabook Backup Engine (available upon request)

- Synchronization of contacts with Phonebook Backup sarver.

- Restoration of entire phonebook in case of loss.

- Automatic registration and synchronization.
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Algorithms

Use Cases

DES, TDES

Java Card API, OTA Encryption

Compi28WV1, V2, V3

2G Network Authentication

Milenage

3G and LTE Network Authanfication

TUAK

3G and LTE Network Authantication

AES (128, 192, 256 bits)

Java Card API, SMS and BIP CAT-TP
OTA Encryption, HTTP (TLS) OTA

Encryption
SHAA EAP. GBA, Java Card API,

HTTF (TLS 1.0 and 1.1)
SHA-256 GBA, Java Card API, HTTP (TL5 1.2)
HMAC-SHA- EAP, HTTP (TLS 1.0, 1.1, and 1.2)

HMAC-SHA-256

GBA, HTTP (TL51.2)

HMAC-MD5 HTTP (TLS 1.0and 1.1)

MD5 Jawva Card API, HTTP (TLS 1.0 and 1.1)
FRF HTTP (TL5 1.0, 1.1, and 1.2)

CRC-32 Basic Calculation

Supported TLS Clpher Sulte

Cipher Suite Key Exchange Confidentiality Integrity
TLS1.0,11,and 1.2 TLSPSK 3DESEDECBC  SHA
TLS1.0,11,and1.2 TLSPSK AES 128 CBC SHa
TLS1.0,11,and 1.2 TLSPSK Mull SHa
TLS1.2 TLS PSK AES 128 CBC SHA-256
TLS1.2 TLS PSK Null SHaA-256

Compliance to Standards
(Electrical and Functional)

Java Card

- Java Card™ 3.0.1 API Specification.

- Java Card™ 3.0.1 Runfime Environment Spacification.

—  Java Card™ 3.0.1 Virtual Machine Architecture Specification.

GlobalPlatform

- GlobalPlatform 2.2 Amendment B, V1.1 (Remote Application
Managameant over HTTP).

—  GlobalPlatform 2.1.1 (supports multiple security domains, application
extraditions, and SCPO1).

ETSI

- ETSI TS 101.220: ETSI numbering system for telecommunication
application providers: (V7.11.0).

- ETSI TS 102.221: Physical and Logical Characteristics; (V8.2.0).

- ETSI TS 102.222: Administrative commands and
Telecommunications applications; (Release 7).

- ETSI TS 102.223: Card Application Toolkit (CAT); (V8.2.0).

- ETSI TS 102.224: Security mechanisms for UICC based Applications
- Functional requirements; (V8.0.0).

- ETSI TS 102.225: Securad packet structure for UICC based
applications; (V9.2.0).

- ETSI TS 102.226: Remote APDU structure for UICC based
applications; (V9.6.0).

- ETSI TS 102.310: Smart Cards; Extensible Authentication Protocol
support in the UICC; (VE.2.0).
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AGPP TS 23.040: Technical realization of the Short Massage
Sarvice (SMS); (V8.5.0).

AGPP TS 23.041: Technical realization of Cell Broadcast Senvice
{CBS); (VE.2.0).

3GPP TS 23.048: Security Machanisms for the (U)SIM application
toolkit; Stage 2; (V5.0.0).

AGPP TS 31.401:NCC-Terminal Interface; Physical and Logical
Charactaristics; (V8.0.0).

AGPP TS 31.102: Charactoristics of the USIM Application; (V8.6.0).
3GPP TS 31.103: Characteristics of the IP Multimedia Services
Identity Module (ISIM) application; (V12.0.0).

AGPP TS 31.111: USIM Application Toolkit (USAT); (V8.6.0).
3GPP TS 31.115: Secured packst structure for USIM Toolkit
applications; (V8.5.0).

AGPP TS 31.116: Remote APDU Structure for USIM Toolkit
applications; (V8.0.0).

AGPP TS 31.122: IP Multimadia Senvices |dantity Module (I1S1M)
Application Programming Interface (API); ISIM AP for Java Card™;
V12.0.0)

AGPP TS 33.203: 3G security; Access security for IP-based
senvicas; (V6.11.0).

3GPP TS 33.220: Ganeric Authentication Architecture (GAA);
Ganaric Bootstrapping Architectura (GBA); (VE.13.0).

AGPP TS 33.234: 3G security; Wireloss Local Area Network (WLAMN)
intarwarking security; (V6.9.0).

AGPP TS 43.019: SIM API for Java Card; Stage 2; (V5.6.0).

AGPP TS 51.011: Specification of the Subscriber Identity Module -
Mobile Equipment (SIM - ME) Interface; (V4.15.0).

AGPP TS 51.014: Specification of the SIM Application Toolkit for tha
Subscriber Identity Module - Mobile Equipment (SIM - ME) interfaca;
WVa.50).

Default Answer to Reset

Byte Value Description

TS 3Bh  Direct convention.

TO 9Eh  TAd1 and TD1 are presant, 14 historical characters

TA1 86h  Clock Rate Conversion Factor FI = 9 (R = 512).
Baud Rate Adjustment Factor DI = & (Di = 32).

TDOH B0h  Omly TD2 is present.

TD2 1Fh  Only the global interface byte TA3 is prasent.

TA3 C7h  Clock stop is supported in either low or high electrical
state (no prefarence).
Voltage class A, B, and C are supported.

T 80h  Status information format.

T2 3h  Card service data tag.

T3 EOh  SELECT full or partial AID, EFDIR prasent.

T4 73h  Card capabilities tag.
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BIP and CAT-TP

ETS1 TS 102.127: Transport protocsl for CAT applications; Stage 2;
(VB.10.0).

ETSI TS 102.267: Connection Criented Servica AP for the Java
Card™ platform; (V7.0.0).

ETSI TS 102.431: Test spedification for the Transport Protocol of
CAT Applications (CAT_TP) validation; (V7.0.0).

UICC/USIM APl

3GPP TS 31.130: USIM AP for Java Card™; (V8.1.0).

3GPP TS 31.213: Test specification for (U)SIM; API for Java Card™;
(ViB.1.0).

ETSI TS 102.240: UICC API and Loader Reguirements; Sanvice
description; (V7.0.0).

ETSI TS 102.241: UICC API for Java Card™; (V8.0.0).

ETSI TS 102.268: Test specification for the UICC API for Java
Card™; (V6.0.0).

Compi28

3GPP TS 43.020: Sacurity-relatad network functions; (V0.1.0).

Milanaga

JGPP TS5 33.102: 3G Security; Security architecturs; (V8.2.0).
3GPP TS 35.205: 3G Security; Specification of the MILEMAGE
algorithm set: An example algorithm set for the 3GPP authentication
and key generation functions 1, f1°, £2, £3, 14, 5 and 15°; Documeant
1: General; (Releasa 8).

JGPP TS 35.208: 3G Security; Specification of tha MILEMAGE
algonthm set: An example algorithm set for the 3GPP authentication
and key generation functions 1, f1*, f2, £3, f4, 5 and 15°; Document
2: Algonthm specification; (Helease B).

TUAK

JGPP TS 35.231: Specification of the TUAK algorithm set: A second
example algonthm sat for the 3GPP authentication and kay
generation functions f1, f1°, f2, 13, {4, {5 and f5°; Document 1:
Algorithm specification; (V12.1.0).

Byte Value Description (Continue)
15 FEh  All types of DF selection are supponad, EF
managemeant with record 1D is not supported.
TE 21ih  Data coding on 2 nibbles.
7 1Bh 4 logical channels are suppertad (Channels assigned
by the card and interfaca devica).
T8 66h  Pre-issuing data tag.
TS Xxh
TiD Xxh
m Xxh Proprietary historical bytos—theseo values vary,
T2 WXh depending on the final product and its version.
T13 Xxh
T4 Xxh
TCK ¥¥h  Checksum byta.
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